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DEFINING TERMS

What’s the difference between information security and data privacy?

Information security is primarily focused on processes and tools that ensure data within the firm

isn’t accessed by unauthorized parties outside the firm. Information security policies typically tackle

intake, storage and transmission protocols, and the disposal of information once the firm no longer

needs it.

Data privacy is about ensuring appropriate access to and use of information that is inside the firm.

When clients entrust a firm with their confidential or protected data, they expect that access to

that information is limited to only those employees who need it. Furthermore, the information

must only be used for purposes related to the firm’s representation of the client.

Many firms address information security but not data privacy because the news about data

breaches is mostly about threats to information from outside our walls. However, according to a

recent Forrester survey, 39 percent of data breaches are the result of an internal incident, yet

Forcepoint’s 2016 Global Threat report states that fewer than 40 percent of organizations have a

dedicated budget to address internal threats.

KNOWING THE RISKS

The idea that a firm should take steps to protect information in its care is uncomfortable for many

because it comes with the suggestions that firm employees are a risk. But ignoring that possibility is

perilous.

The risk might come in the form of a disgruntled employee — perhaps an employee who is being

downsized, feels they’re undercompensated, or even has moral objections to the work of the firm

or its clients. But many insider risks are the result of inadvertent action rather than malice.

Data Privacy
The Next Big Training Initiative You Need to Tackle

In the age of Panama Papers, WikiLeaks and near‐daily news stories of data breaches and hacks, law firms understand

they must take measures to ensure information security is a priority. From technological safeguards to employee

education programs, most law firms have implemented information security strategies to help protect their firm and

client data from outside threats. However, there is another challenge looming on the horizon: data privacy.
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One way to help mitigate that risk is to ensure employees are educated about proper tools and use

of information.

An employee putting confidential client information into a cloud‐based file sharing tool might

seem harmless, but there are important considerations to keep in mind. It is possible that the

client’s outside counsel guidelines prohibit the use of such third‐party tools — but the frontline

employee might not be aware of that requirement. While there might not be any intent on the

part of the employer to circumvent policy or client requirements, the employee’s actions could

result in client data being revealed where it otherwise would not have been.

Dropbox reported that in 2015 they received more than 550 search warrants and provided

uploaded files to law enforcement in 94 percent of those instances. The owner of the Dropbox

account was notified of this production in only 40 percent of those cases. This means a firm

employee could post client documents to Dropbox and those documents be given to law

enforcement without the firm, or the client, having any knowledge of the action taken.

Another area where firms might examine how common practices can be contrary to its data privacy

obligations is the widespread use of overly inclusive distribution lists, or distribution lists that aren’t

actively managed.

It’s important to update distribution lists to remove personnel no longer working on a matter to

help ensure information is only sent to employees who need access to it. In addition, discourage

the use of large distribution lists if the information is only needed by a few individuals.

CLIENT EXPECTATIONS

An increasing number of clients require, as part of their outside counsel guidelines, that firms

secure their information on a “need to know” basis. This restrictive stance is counter to the

prevailing culture in firms, which has shifted toward a more open data landscape in recent years.

For example, many firms have worked to build open document management systems where all

work product is available to all employees, other than in cases of ethical walls or other similar

exceptions.

Many successful knowledge management initiatives rely upon and leverage transparency among

multiple data repositories in a firm. But data privacy can work in opposition to these types of

enterprise‐wide open‐access systems, requiring a firm to limit data access to only those employees

working on a particular matter or for a specific client.

Make sure lawyers and staff are aware of the importance clients place on data protection — both

information security and data privacy. Technical safeguards, policies and processes provide a strong

foundation for these efforts, but communication and employee education are critical to change

behavior and mitigate risk.

Ultimately, firms need to tackle both security and privacy in order to have the best chance of

protecting the data and reputation of the firm and its clients.

Many insider risks are the result of inadvertent action rather than malice.



1/3/2017 Data Privacy | Legal Management

http://www.legalmanagement.org/columns/dataprivacy 3/3

ABOUT THE AUTHOR

Julia Montgomery is a Senior Change Management Consultant and the Principal Architect of

Traveling Coaches’ award‐winning OnGuard Security Awareness Program. 

Email

mailto:jmontgomery@travelingcoaches.com

