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comprehensive policy intact while creating 

a library of topic-specific mini policies. 

You need not do this with every section 

of your comprehensive policy — just the 

greatest hits. 

STRATEGY TWO: FASTER THAN A 
SPEEDING BULLET…POINT
Bullet points are an effective way to break 

down large amounts of information into 

quick hits. They are easier on the eyes, with 

more white space to help you feel like you 

are reading less information. 

Within a comprehensive policy 

document, use a bulleted list to create 

an executive summary-style resource for 

individual topics. For example, I recently 

reviewed a seven-page “mobile device 

use” policy. To help employees find the 

information they needed quickly, we 

inserted a five-point summary at the 

beginning of the policy:

but they are just the beginning. Employees 

are our first lines of defense in information 

security, and they must be educated and 

given the resources needed to change 

their behaviors if we want those defenses 

to be strong. 

WHERE TO START
Approach communications from the 

employees’ perspectives and with their 

needs in mind. What would spur them to 

think about the firm’s policy? The most 

common trigger is a request to perform 

a certain task. Most employees will not 

spend time thinking about what secure file-

transfer tool the firm uses; they just want 

to know, “Is it okay to put this in Dropbox?” 

Take that same practical, real-world 

perspective in communicating policy. 

STRATEGY ONE: OUT OF ONE, MANY
For a large, comprehensive policy such 

as “acceptable use,” which often covers 

numerous issues, consider breaking it 

into smaller chunks. When employees 

are looking for guidance on whether they 

can send work product to their Gmail 

accounts, are they likely to wade through 

the large document? You can keep the 

Law firms typically have  
voluminous policy documents, often 

reviewed and rewritten by committees 

of lawyers. They are very thorough, very 

dense and very long. A once-lean draft can 

become a near-unrecognizable behemoth 

that includes policy considerations for every 

type of information and media in use. 

These policies are often written from 

a compliance perspective. When an auditor 

or client asks what your organization does 

about mobile devices or how you handle 

secure file-transfer requests, you can happily 

point to a multipage table of contents and 

say “It is covered in our policy!”

But what about the employees in your 

organization? How do you communicate 

these comprehensive policies to them in 

a way that pertains to their daily work? 

Can you give them usable versions of 

these lengthy documents so they are not 

discouraged by the policies’ sheer volume? 

How do you use your policies to help answer 

the simple, critical question employees ask: 

“Is it okay for me to do this?”

At the 2015 LegalSEC Summit and 

at ILTACON 2015, expert after expert 

expressed that policies are an important 

part of any information security program, 

As Chip and Dan Heath said in their book, “Made to Stick,” “Tell someone 
10 things, and you tell them nothing.” This sums up the challenges we often 
face when communicating to employees the myriad issues and policies 
surrounding information security. 
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Task-oriented, real-world-based 

communications help ensure that your 

employees know what they should and 

should not do regarding information 

security. These communications are not 

a replacement for good, comprehensive 

policies; they communicate your policies 

in a way that is accessible to employees. 

Whether you are boiling a 50-page 

“acceptable use policy” down to digestible 

pieces or creating an “incident reporting 

guide” that encourages employees to report 

concerns to the right people in a timely 

fashion, getting your communications right 

requires thought and effort. The results are 

communications that connect!

product to be stored on an unencrypted 

USB drive. However, we provide encrypted 

USB drives for this purpose. Call the 

helpdesk, and we will be happy to get 

one to you. For more information, review 

our policy about USB drives [provide link] 

and our “Using an IronKey Encrypted USB 

Drive” guide [provide link]. 

STRATEGY FOUR: GET GRAPHIC
Policies are not the only complex 

documents we need to communicate 

to employees. “Incident reporting” 

documentation is often complex and 

usually focuses on IT processes. What 

about the employee who thinks he might 

have breached sensitive or protected 

information? How does he figure it out? 

Who does he contact? 

I like to use a decision tree for this 

type of communication. This easy-to-read 

format has plenty of white space and feels 

less intimidating than a dense, text-heavy 

document. This is useful in that critical 

moment when an employee is anxiously 

trying to determine if she has exposed 

sensitive data. A decision tree can help 

employees determine whether they need 

to report something, to whom and how 

quickly:

Mobile Device Use Policy Summary 

Note: Reading this summary is not a 

substitute for reading our entire policy.

•  If you are connecting your mobile 

device to firm resources, you must 

have our mobile device management 

software installed on your device.

•  We require a four-character passcode 

on any mobile device connecting to 

firm resources. This setting is enforced 

by our mobile device management 

software. 

•  We require a screen-lock setting of 

no more than 10 minutes. This setting 

is enforced by our mobile device 

management software.

•  If your device connects to firm 

resources and is lost or stolen, report 

it to our 24/7 helpdesk as soon as 

possible, and no more than four hours 

after discovering the device is missing. 

•  The firm reserves the right to erase all 

firm data from lost or stolen devices at 

its discretion. 

Keep your summary to five or fewer 

bullet points. If you are not sure what 

the summary should include, consider 

reviewing helpdesk tickets at your firm: 

What are the questions employees ask time 

and again? These are the policy answers 

your employees need quickly.

STRATEGY THREE: THEY HAVE QUESTIONS, 
YOU HAVE ANSWERS
Frequently asked questions (FAQs) 

are another great way to share policy 

information with employees in a relatable, 

real-world way. The key is to consider 

how employees think. Most often, their 

questions are framed around a task that 

must be done. Consider posting FAQs like 

this to your information security portal 

or intranet, with links to any policy and 

learning resources in the answers.

Q: Is it okay to put client documents 

on my personal USB drive?

A: To help protect our clients and 

the firm, our policy does not allow work 

No, stop No, stop 
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This article was first published in 

ILTA’s Winter 2015 issue of Peer to 

Peer titled “Security, Up High and 

Down Low” and is reprinted here with 

permission. For more information 

about ILTA, visit www.iltanet.org.


